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EXECUTIVE SUMMARY 
 

• Smuggling, which has played a longstanding role in 
Iran’s economy, is exacerbated during sanctions. 
Restrictions on goods and services lead to decreased 
transparency and incentivise a sanctions-evasion 
complex. In 2018 the value of smuggled goods in Iran 
totalled some $25bn.   
 

• Sanctions also reinforce the economic role of the Iran 
Revolutionary Guard Corps (IRGC). The IRGC is known 
to be involved in smuggling and the group has taken 
over a large number of formally public enterprises, 
giving it a monopoly in some sectors. Recently, the 
organisation’s economic power has been challenged by 
the Supreme Leader Ayatollah Ali Khamenei, who has 
ordered a leadership shakeup. Khamenei’s choice for 
the new IRGC head indicates that the group is being 
reorganised to better suit Iran’s strategy of “heroic 
restraint” against the US.  
 

• Despite his administration’s consistent anti-corruption 
rhetoric, Hassan Rouhani’s presidency has seen a large 
number of corruption cases. While these largely 
occurred during his predecessor’s time in office, some 
have been attributed to Rouhani’s inexperience.  
 

 
Who are we?  
 
Castlereagh Associates is a research and analysis company, providing clients with key 
insights to support their decision-making and enable them to build more competitive and 
resilient businesses on national, regional and global levels.  
 

Copyright © 2019 Castlereagh Associates- All Rights Reserved.  
Credits: Copyright © Shutterstock 
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CORRUPTION AND 
SMUGGLING 

Smuggling: 
 

 
Graph 1. Smuggling by USD Value  

Source: Donya-e-Eqtesad; data from the World Customs Organisation and Iran’s Anti-Smuggling Headquarters  
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Data from Iran’s Anti-Smuggling Headquarters validates President Rouhani’s 
claim that smuggling has consistently decreased in value during his 
presidency, only to increase after the re-imposition of secondary sanctions 
by Washington. Yet, statistics from the World Customs Organisation show 
that the current administration has not been as successful in curtailing 
smuggling as it claims to have been.  
 
Rouhani came to power pledging that he would curtail the “economic mafia” 
in Iran, perhaps underestimating at the time the ways smuggling could serve 
his political agenda. However, there are other reasons why international and 
local data are so different: Iran’s bureaucracy lacks transparency 
irrespective of the government’s position, and border and airport controls are 
mostly administered by the IRGC, which might be inclined to withhold 
information and let smugglers off the hook. In any case, the illegal transport 
of goods is a scourge on the economy, accounting for a minimum of 20% of 
imports at any one time, and is likely to have reached a share close to half of 
all imports in 2014.  
 
 

 
 
 

 
 
 

 

 
With cheap imported goods, subsidised fossil fuels and a corruptible 
bureaucracy, Iran is a paradise for illegal arbitrage in the form of smuggling. 
As a result of sanctions, conditions have become even more favourable: 
Iran’s increasing isolation has been mirrored by rising corruption, less 
transparency and enormous unmet market demand. With the severing of 
links to international finance, smugglers’ wealth has multiplied in line with 
their growing role as an informal instrument of the state’s sanctions-evasion 
mentality. Money laundering, tax evasion and speculation have all become 
easier as a culture of lawlessness has gradually installed itself, and such 
activities are seen as a necessity rather than a criminal act.  
 

Oil smugglers make 
an estimated  

$20,500 per 
minute 
in profits  
 

Source: Donya-e-
Eqtesad 

 
 

Why is Smuggling so Prevalent in Iran? 
 

• The currency system incentivises rent-seeking 
• Subsidies incentivise the illegal sale of local products in 

neighbouring countries 
• Corruption and special interest groups linked to the state 
• Regulations on trade imposing bans or high tariffs on 

imports as well as red tape 
• Sanctions lead to the formation of a sanctions-evasion 

complex, whereby obscure actors take it upon themselves 
to provide goods made rare under sanctions.  

 

1200 
goods were banned 
for import as of June 
2018.  
 
This policy increased 
smuggling by 
creating unmet 
demand. 
 

Source: ISNA 
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As seen in our first report on Iran’s currency crisis, the country’s multi-tiered 
currency system has led to increased rent-seeking and helped corrupt 
networks become billionaires overnight. This is commonly achieved by 
obtaining access to the official exchange rate and using it for personal gain 
rather than the import of basic commodities. While illegally importing goods 
such as clothes, cosmetics, cars, drugs, electrical or home appliances has 
long been the norm,  smugglers have recently found more business 
opportunities in the re-exporting sectors.  
 
In fact, reverse smuggling has seen a phenomenal rise since the introduction 
of the multi-tiered currency system. Smugglers acquire US dollars at the 
official rate, use it to import goods to Iran, and then re-export them at the 
free rate. Basic goods like wheat, sugar, eggs, milk, rice, livestock and fish 
have all fallen victim to this practice and seen their prices increase 
dramatically. At the same time, the more traditional smuggling of fuel, 
gasoline and medicines out of Iran continues. According to the economics 
daily Donya-e-Eqtesad, oil smugglers make a profit of between six and 12 
times their initial investment. This costs Iran at least $2.5bn in oil revenues 
each year. Approximately 20m to 30m litres of oil leaves the country on a 
daily basis to countries such as Afghanistan, Iraq or Turkey.  
 
The waste created by the currency system has led the head of Iran’s 
association of wholesalers to call on the government to double the amount it 
reserves for the import of basic goods in 2019 – currently at $14bn – since 
most of it is lost on the smugglers’ re-exporting business. The IRGC is widely 
known to be directly involved in smuggling, although the scope of their 
operations in the black market is unclear. Although unconfirmed by 
Castlereagh Associates, some farmers have reported having goods 
confiscated by the organisation, probably to be sold at a higher price abroad 
to gain foreign currency. According to BBC Persian1, Iranian authorities have 
also allowed Chinese ships to fish in Iran’s territorial waters, adding to 
concerns among Iranians that their country is up for sale.  
 
The extent of the IRGC’s involvement in the illegal transport of goods is likely 
to remain unknown. Officially, the revolutionary guard is clamping down on 
inconsequential smugglers, such as the Kurdish Kolbar, who transport 
consumer goods on their backs or via donkeys from neighbouring Iraq. While 
corruption and smuggling are often debated in public, mapping out Iran’s 
corrupt networks is a near-impossible task and there appears to be little 
political will to tackle them. Barely a day goes by without a corruption 

                                                        
1 BBC Persian, 26/08/18, “What are Chinese Fishing Boats doing in the Persian Gulf?”  

$2.5bn per 
year 
Oil Revenues lost to 
smuggling.  
 

Source: Donya-e-
Eqtesad 

 
 



6 
  

 

6 

ECONOMIC RISK SERIES NO.3   | MAY 2019  

 

scandal being uncovered, publicised and duly argued by parliamentarians, 
usually in a factional manner, but the scale of the problem persists.  It is 
possible that high officials such as Rouhani (having his brother summoned to 
court) and former Judiciary Head Sadegh Larijani (having two brothers mired 
in corruption cases) intend the issue to remain as obscure as possible, while 
ensuring it remains in the public consciousness so it can be used to smear 
the opposition.  
 

The IRGC: 
For Iran’s economy, the elephant in the room is the IRGC. The paramilitary 
group’s role in economic affairs began in the 1990s, when President Akbar 
Hashemi tasked it with rebuilding the country following the 1980-88 war 
with Iraq. Since that time, the IRGC has extended its influence, taking over 
public enterprises, setting up sanctions-evading schemes and participating 
in smuggling networks. Contrary to what is assumed, sanctions do not 
decrease the IRGC’s economic influence. Instead, it thrives when the black 
market expands and access to conventional channels of finance and trade 
narrow. 
 
“There are always ways of going around the sanctions. We have a PhD in 
that area,” foreign minister Mohammad Javad Zarif.  
 
In the past, sanctions have only served to breathe new life into the Islamic 
Republic’s isolationist policies. In this context, the IRGC plays a key role in the 
functioning of the “Resistance Economy,” providing consumers and 
producers with vital goods and services. Because the group controls Iran’s 
borders, it can directly import products in short supply or confiscate 
smuggled goods for redistribution. By confiscating smuggled goods and 
illegally transporting oil abroad, it is able to increase its hard currency 
earnings and weaken the impact of sanctions on oil exports. Although 
unconfirmed by Castlereagh Associates, it is also believed that the IRGC 
keeps an eye on “suspicious” cash flows, often confiscating the foreign 
currency or gold that individual actors attempt to trade on the market.  
 
Both the IRGC and Iran’s religious foundations have been the recipients of 
budget increases during sanctions, an indication of their expanded role at 
times of economic uncertainty.  Although this issue will be analysed in 
greater depth in our fifth report on the budget, it is important to highlight at 
this point that, far from being weakened, the IRGC’s power and influence is 
increasing.  
 

“I am really 
not satisfied 
with the fact 
that part of 
the armed 
forces has 
entered the 
economy”  
 
Supreme Leader 
Ayatollah Ali 
Khamenei 
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Rouhani’s failure to fulfill his campaign promise of holding corrupt actors 
accountable gives some indication of the strength of the IRGC’s hold on the 
economy but also with the courts and intelligence bodies of the Islamic 
Republic. Scandals erupting in circles close to the president have also eroded 
popular trust in the government’s commitment to fighting corruption and 
have been used by conservatives to label the government as ultra-corrupt 
and one that exacerbates economic inequality. For example, a controversial 
TV interview with the son of former Vice President and current head of the 
reformist faction in Parliament, President Mohamad Reza Aref, which aired in 
July 2017, was shared many times on conservative social media and allowed 
conservatives to brand the government as elitist. In the interview Aref’s son 
attributed his wealth to “good genes.” Many of the scandals surrounding the 
President have been pushed forward by intelligence operation from the IRGC.  
 
The IRGC also has a near monopoly over key sectors of the economy, such 
as construction. In recent decades, a large number of public companies 
intended for privatisation have been taken over by the military and other 
groups close to the state. These are known by some economists as “semi-
private enterprises.” They dominate the private sector, so much so that the 
real private sector represents a minor part of the economy.  
 
It is thought that the revolutionary guard deliberately maintains opacity in 
the business environment to retain its market shares. Many of Iran’s recent 
megaprojects, such as the Iran Mall, provide the group with substantial real 
estate rents and are potentially used for laundering money. 
 

 

 

 

 

 

 

 

 

 
 

 

The IRGC: Iran’s Largest Bank? 
 
The five banks that were acquired by Bank Sepah were all affiliated 
to the armed forces:  

- Bank Ansar à IRGC 
- Bank Ghavamin à IRGC 
- Bank Hekmat Iranian à Army 
- Bank Hekmat Mehr à Basij (Iran’s popular Mobilisation 

Resistance Force)  
- Financial Institute of Kosar à IRGC  

 
Overall, it is believed that 25% of Iran’s money supply is controlled 
by the armed forces, principally the IRGC. This gives the group 
tremendous economic power and clout. The acquisition of five 
military-linked banks by a publicly held bank not only saved them 
from bankruptcy but, more importantly, curtailed their role in the 
economy. 
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The Supreme Leader knows that he must guarantee his grip on 
the IRGC by curtailing their economic power. 

 
The Office of the Supreme Leader lies above the IRGC in the Islamic 
Republic’s hierarchy. It employs roughly 150,000 people and has 17 
intelligence services, which ensure its head is well guarded against any 
potential coup attempt. Nevertheless, ensuring the IRGC remains under close 
control is a key aim, as illustrated by Ayatollah Khamenei’s recent shake-up 
of the IRGC’s leadership. In April 2019 the Supreme Leader announced that 
the IRGC’s Commander-in-Chief General Mohammad Ali Jafari would step 
down and be replaced by General Hossein Salami.  
 
It is likely that Salami, who is seen as a fierier yet more controllable figure, 
was chosen because he is loyal to the revolutionary ideology of the Islamic 
Republic and a good fit for Khamenei’s strategy of “heroic restraint” towards 
US President Donald Trump and his government. In a nutshell, this strategy 
involves tolerating sanctions until the 2020 presidential elections in the hope 
that Trump will be replaced by a democratic president who backs the Joint 
Comprehensive Plan of Action. Salami’s close ties to Qassem Soleimani, the 
major general of the Quds Force, and the Basij – groups loyal to the Office of 
the Supreme Leader – will also further another main aim of the “heroic 
restraint” strategy: to reinforce the hardline, conservative rhetoric of the 
Islamic Republic and challenge the more moderate positions of government 
offices, such as the foreign ministry.  
 
Another reason behind the IRGC losing partial control over its banks is that 
the Supreme Leader understands the extent of Iran’s economic crisis and 
the problems which could arise from the IRGC’s involvement in the economy. 
In numerous speeches, Ayatollah Khamenei has sought to remind officials 
that it is their duty to keep the economy ticking over and – in what could be 
seen as a concession to the views of President Rouhani – has stepped up 
rhetoric on rolling back the army from the economy. This approach was 
highlighted by Commander-in-Chief of the armed forces Amir Hatami, who in 
late August 2018 announced that the Ministry of Defence had relinquished 
its ownership of 130 companies because it was his view that “the armed 
forces should not bother engaging in non-military activities.”2 
 
This does not mean that the IRGC’s economic power is waning, but merely 
changing shape. In spite of the rhetoric against the military’s involvement in 
the economy, it is expected to retain a monopoly over certain sectors. For 
                                                        
2 DW, 20/01/2018, “Defence Minister: Business is not the armed forces” 

 داصتقا
یتمواقم  

 
“Resistance Economy”; 
Ayatollah Khamenei’s 
economic model for 
Iran under sanctions.  

 تکرش
یتلوصخ  

 
“Semi-private 
enterprise”; neologism 
defining a formerly 
public firm that has 
been privatised and is 
in the hands of a 
state-affiliated group.  
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example, the IRGC-affiliated construction conglomerate Khatam-ol-Anbia 
continues to operate freely on the Iranian market and overseas, in countries 
such as Syria and Iraq. In the face of increasing pressure from abroad, it is 
likely that the Supreme Leader would rather encourage unity than reform, 
ensuring that the different parts of the state can work together to repel 
foreign attacks, be they real or imagined.  
 
This attitude is also evident in the conservatives’ dealings with moderates. 
On the one hand, conservatives harass reformists by depicting them as anti-
revolutionary, pro-West and elitist; on the other hand, they work hard to 
promote the idea of a “Sacred Union” between the different political factions.  
This approach was highlighted by Soleimani’s public backing of foreign 
minister Mohammad Javad Zarif, after he attempted to resign from his post 
in February 2019.  Soleimani said that Zarif, who did not elaborate on the 
reason behind his decision to step down, was the “main person in charge of 
foreign policy” and that he had the full support of officials3. 
 

Corruption Scandals: 
 
In August 2018 the Supreme Leader ordered the establishment of a fast-
track court system to prosecute those guilty of economic crimes. Between 
August 2018 and January 2019, 160 people were imprisoned by the new 
courts and three executed. However, most cases have no connection to 
corrupt networks affiliated with the state; a number of powerful people, 
including IRGC General Sadeq Mahsouli, Ayatollah Sadeq Larijani, Ayatollah 
Nasser Makarem Shirazi, Ayatollah Mohammad Emami Kashani and Ayatollah 
Ali Khamenei have all been named in an anti-corruption probe launched by 
the US Secretary of State. Of course, none have been prosecuted. Instead, 
efforts have focused on purging corrupt officials belonging to President 
Mahmoud Ahmadinejad’s administration, as illustrated below.  
 
 
 
 
 
 

                                                        
3 Al Jazeera, 27 Feb 2019, “Iran: Rouhani rejects top diplomat Zarif’s resignation” 
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Key Corruption and mismanagement Cases Unveiled during Rouhani’s  
Presidency:4 

 
Corruption forgery and bribery in the oil industry 
 
Year: 2013 
Value of Corruption: $4.2bn* 
 
*Cases involving very large sums – over $2bn – are often tied to sanctions-
evasion schemes that turn sour as they were prone to corruption.  
 
This corruption case is one the world’s biggest and involves a sanctions 
evasion plan carried out by the Ahmadinejad administration. After Rouhani 
became president, his oil minister Bijan Namdar Zangeneh denounced the 
previous government for embezzling oil revenues. Babak Zanjani, the main 
trader in the case, received the death sentence in 2016 but still awaits 
execution. Many believe that he is a scapegoat. Turkish Iranian businessman 
Reza Zarrab, who also took part in the scheme, trading oil for gold with 
Turkey, was arrested in the US in 2016. 
 
Corruption and mismanagement at the Foundation of Martyrs and 
Veterans Affairs 
 
Year: 2013 
Value of Corruption: $2bn 
 
The Martyrs Foundation is the principal institution catering for the veterans 
of the Iran-Iraq war and the families of martyrs. Around 50-70 people were 
involved in embezzling funds, helped by upper level management. Financial 
institutes theoretically serving a charitable purpose have fallen victim to 
corruption and mismanagement. In 2018 the bank Samen for Pilgrims filed 
for bankruptcy, reportedly due to corrupt schemes worth between $300m 
and $1 billion. Its closure left 1.2m account holders destitute.  
 
Ghost offshore oil Platforms 
 
Year: 2015 
Value of Corruption: $211m 
 

                                                        
4 Iran International, ISNA 
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During Ahmadinejad’s administration, two oil platforms were paid for but 
never delivered to Iran. Son of former Minister of Culture and Islamic 
Guidance Ata‘ollah Mohajerani was brought to court but released on bail. 
 
 Embezzlement from the Farhangian Fund and Sarmaye Bank 
 
Year: 2016 
Value of Corruption: $2bn 
 
Bank Sarmaye, a private investment bank created in 2005, served the oil 
ministry in times of sanctions and was at the centre of a number of high-
profile corruption cases. One of these involved the major shareholder 
Behrooz Rikhtegaran. Rikhtegaran and his two brothers allegedly stole 
between $250m and $700m from the bank through the Farhangian Fund, 
which was set up to manage pensions, and dozens of paper companies. The 
bank issued nearly $500m of loans without deposits and distributed 800 
luxury cars to the managers of the fund. A total of 32 people were implicated 
in the case, including Ali Bakhshayesh, Sarmaye Bank’s former managing 
director, and Mohammad Reza Tavassoli, the bank’s legal advisor. In 2018 
former Minister of Social Welfare (2005-06) and Sarmaye Bank board 
member, Parviz Kazemi,  were accused of embezzling around $80m, part of 
which went to Hossein Hedayati, a business magnate and board member of 
Iranian Steel Azin.  
 
 
High Public Wages at the Central Insurance of Iran (CII), the National 
Development Fund (NDF) and the Workers Welfare Bank (WWB) 
 
Year: 2016 
Value of Corruption: $5.7m 
 
A number of upper-level managers at the CII, NDF and WWB received 
salaries of between $5000 and $12,500 per month, which is 20 to 50 times 
more than the average income in Iran. This case was used by conservatives 
within the Judiciary to smear Rouhani and the moderates.   
 
Distribution of Property by the Tehran Municipality 
 
Year: 2016 
Value of Corruption: $550m 
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The Tehran Municipality sold 200 flats, villas and land to upper management 
employees and connected persons at virtually no cost. In 2017 then Mayor 
of Tehran Mohammad Ali Najafi disclosed 500 pages of charges relating to 
corruption committed under former mayor Mohammad Bagher Ghalibaf. In 
addition to being linked to corruption at Sarmaye Bank, these charges 
include: falsified contracts between the Municipality and other institutions; 
use of public money for Ghalibaf’s own election campaigns; and a five-fold 
increase in municipality workers during his term. A few months later, Najafi 
resigned for medical reasons, but his departure was possibly due to pressure 
from conservative clerics, who used a video of him attending a concert with 
teenage girls in a smear campaign against him. 
 
 
Sultan of Coins  
 
Year: 2018 
Value of Corruption: 2 tonnes of Gold 
 
Vahid Mazloomin, known as the “Sultan of Coins” is said to have been the 
head of group dealing in currency and gold contraband. Mazloomin was 
accused of hoarding 2 tonnes of gold and using the accounts of his 
employees to launder money. He was executed in October 2018. Mazloomin 
was not the only Sultan apprehended in 2018. Hamid Bagheri Darmani, 
dubbed the “Sultan of Bitumen” was also executed, while a wholesaler known 
as the “Sultan of Paper” was arrested for reverse smuggling 30,000 tonnes 
of paper. The two latter cases of corruption each exceeded $200m in value.  
 
Currency Smuggling 
 
Year: 2018 
Value of Corruption: $767m  
 
Corruption involving the hoarding, buying and reselling of foreign currencies 
at premium rates on the free market. One particular case, worth $500m, 
involved Afghan national Mia-Mohammad Akhoundzadeh, who illegally 
smuggled currency from his home country. A  report from Iran International 
claims that the value of the Afghani – Afghanistan’s national currency – is 
dropping due to the high number of dollars being smuggled into Iran.  
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Petrochemical Commercial Company 
 
Year: 2018 
Value of Corruption: $7.5bn according to some media outlets, probably 
between $70m and $300m. 
 
This case has drawn a lot of attention for being Iran’s biggest corruption 
case. However, it is not. The $7.5bn figure was reported by several media 
outlets as the amount stolen in another elaborate sanction’s evasion 
scheme. Yet, the proper amount embezzled lies between $70m and $300m. 
The $7.5bn is for the size of funds used by the company’s 14 managers to 
benefit from Iran’s multitiered currency system.  
 

Douman Toukan Company 

 
Year: 2018 
Value of Corruption: Unknown 
 
The Douman Toukan Company was an investment firm which conducted a 
large-scale advertising campaign promising colossal returns on investments. 
Some 186 people took the firm to court over its fraudulent activities. The 
case in court amounts to 60 volumes detailing the various crimes committed 
by the company.  
 

Overall, the number of people accused of economic crimes has 
skyrocketed in 2019 on the back of efforts by the Judiciary to 
demonstrate that it is being active against corruption. While this is 
likely to be a popular move among the public, many Iranians are of the 
opinion that the justice system is bias and unfair, handing down harsh 
sentences for petty crimes and light sentences for crimes worth 
millions of dollars.  
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